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Preface

The development of information and communication technologies has contributed to
rapid progress in digital innovation across all industrial sectors. With the spread of
Fintech, the form of digital innovation seen in the financial sector, the payment and

settlement systems both in Korea and abroad have experienced paradigm shifts.

First of all, the convergence of IT and finance has led to the appearance of various
types of new payment services, and the scope of payment service providers has
expanded to include non-financial companies such as SNS platform service providers,
mobile telecom companies, and retail companies. Diverse attempts have in addition
been exerted to apply new technologies such as blockchain, distributed ledger technol-

ogy and biometric authentication to the payment and settlement systems.

With the growing international consensus since the global financial crisis that finan-
cial market infrastructures (FMIs) are essential to financial stability, stricter regulations
on them have been put into place. Accordingly, the BOK adopted the PFMI in 2012 as
the new standards for its payment and settlement system oversight, and has been mak-
ing efforts to ensure smooth introduction of the PFMI, in consultation with the finan-
cial supervisory authorities and the FMI operators and participatory institutions.

Although innovations in the payment and settlement systems have served to greatly
enhance users’ convenience, the diversification of payment instruments and the
increasing numbers of stakeholders in these systems have stirred greater interest in the
protection of financial information and the risk management of the systems. These
changes have led people to expect an increased role of the central bank as the overseer

and operator of the payment and settlement systems.



The BOK publishes here “Payment and Settlement Systems in Korea,” in which the
recent changes that have occurred over the past six years are reflected. This revised
version has been expanded to include details on the reorganization of the securities set-
tlement systems in accordance with the strategies for securities market settlement sys-
tems upgrade, on system changes such as the linkage between BOK-Wire+ and the
Electronic Banking System, and on innovations in payment instruments including new
electronic payment services.

We hope that this book will be helpful to all citizens of countries around the world

who are interested in the payment and settlement systems in Korea.

December, 2016

NN RS N

Leelark Park

Director General

Payment and Settlement Systems Department
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I INSTITUTIONAL ASPECTS

1. General institutional framework

With respect to Korea’s payment and settlement systems, there are a variety of laws and

regulations governing the transactions concerned, their settlement details, the issuance and

circulation of payment instruments, oversight of the systems, and settlement finality.

[Table 1]
Laws related to Korean payment and settlement systems
Subject Governing laws
) Civil Act
General commercial .
transactions Commercial Act
Act on the Regulation of Terms and Conditions
Transactions Seourltle_s Financial Investment Services and Capital Markets Act
transactions
Foreign
exchange Foreign Exchange Transactions Act
transactions
Bills and checks Bills of Exchange and Promissory Notes Act
Check Act
Electronic funds Electronic Financial Transactions Act
transfers and Framework Act on Electronic Documents and Transactions
i Payment electronic payment Digital Signature Act
instruments | instruments Act on Consumer Protection in Electronic Commerce
Electronic bills Issuance and Distribution of Electronic Bills Act
CEel: deb'?’ Specialized Credit Financial Business Act
and pre—paid cards
yfeﬁzgirpi?ttﬁ;d Bank of Korea Act
Oversight 9 Electronic Financial Transactions Act

payment and
settlement systems

Financial Investment Services and Capital Markets Act

Settlement finality guarantee

Debtor Rehabilitation and Bankruptcy Act
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The Bank of Korea Act (BOK Act), the Financial Investment Services and Capital Markets
Act (FSCMA), and the Electronic Financial Transactions Act (EFT Act), among others, clear-
ly stipulate that the Bank of Korea (BOK) shall play a principal role in overseeing the pay-

ment and settlement systems.

1.1 Bank of Korea Act

The September 2003 amendment of the Bank of Korea Act (BOK Act) provided clear legal
grounds for BOK management and oversight of the payment and settlement systems. This
amendment of the Act enabled the BOK to more actively establish and implement payment
and settlement-related functions.

In accordance with Article 81, Paragraph 1 of the BOK Act, the BOK may determine all
necessary matters concerning the payment and settlement system that it operates (BOK-
Wire+), in order to promote overall payment and settlement system safety and efficiency. This
provision makes it clear that the purpose of the payment and settlement-related tasks conduct-
ed by the BOK is to promote the safety and efficiency of all Korean payment and settlement
systems as a whole. It also stipulates that the BOK should determine matters related to the
safety and efficiency of the systems for which final settlements are made through, or which
are connected to, BOK-Wire+.

Paragraphs 2 and 3 of Article 81 grant the BOK the authority to require submission of pay-
ment and settlement-related materials from payment and settlement system operators other
than the BOK, in order to facilitate smooth operation of their systems. They also authorize the
BOK to request that the operators or their supervisory bodies take measures to improve their
systems’ operating rules if necessary. This serves as a basis for the BOK’s conduct of over-
sight activities, such as information collection and assessment of and inducement of opera-
tional improvements by institutions, related to all payment and settlement systems in Korea
including the retail payment systems operated by Korea Financial Telecommunications &
Clearings Institute (KFTC) and the securities settlement systems operated by the Korea
Exchange (KRX) and Korea Securities Depository (KSD).

Paragraph 4 of Article 81 grants the BOK the right to require the submission of materials

from institutions participating in BOK-Wire+. In accordance with this provision, the BOK is
able to procure materials required to promote payment and settlement system safety and effi-
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ciency from non-bank financial institutions participating in BOK-Wire+ such as financial

investment companies and insurance companies, as well as from banks.

Article 28 of the BOK Act specifies that the BOK’s Monetary Policy Board (MPB) shall
decide all basic matters concerning operation and management of the payment and settlement
systems, and may require the submission of materials from financial institutions and system
operators when necessary to establish its monetary and credit policies and ensure smooth
operation of the systems. This Article indicates that the efficient implementation of monetary
and credit policies is closely related to the safety and efficiency of these systems, since they

are channels through which the effects of these policies are transmitted.
1.2 Other legal bases

In addition to the BOK Act, there are a variety of laws that are directly or indirectly related
to the payment and settlement systems. First of all, there are the basic laws governing general
commercial transactions such as the Civil Act, the Commercial Act, and the Act on the
Regulation of Terms and Conditions. The FSCMA meanwhile governs the settlements arising
from securities transactions, and the Foreign Exchange Transactions Act covers foreign cur-

rency settlements.

The issuance and circulation of checks and bills, which are traditional payment instruments,
are governed by the Bills of Exchange and Promissory Notes Act and the Check Act. The
Specialized Credit Financial Business Act regulates the issuance and circulation of payment
instruments such as credit, debit and pre-paid cards. The Electronic Financial Transactions
Act, the Framework Act on Electronic Documents and Transactions, the Digital Signature
Act, and the Issuance and Distribution of Electronic Bills Act were all enacted to govern elec-

tronic transactions.

The FSCMA and the Electronic Financial Transactions Act provide that the BOK may
request that payment service providers submit it information and may ask the Financial
Supervisory Service (FSS) to examine institutions or to conduct joint examination of them
with the BOK, in order to implement its monetary policies or to facilitate smooth payment
and settlement system operation.

The Debtor Rehabilitation and Bankruptcy Act guarantees the settlement finality of the pay-
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ment and settlement systems. Articles 120 and 336 of this Act stipulate that payment instruc-
tions issued or clearing or settlement procedures conducted via payment and settlement sys-
tems designated by the governor of the BOK in consultation with the chair of the Financial
Services Commission (FSC), or via the securities settlement systems operated by the KRX
and KSD, may not be cancelled under any circumstances including insolvencies of other
financial institutions participating in those systems.

Meanwhile, the supervision of institutions operating and participating in the payment and
settlement systems is regulated under the FSCMA and the Banking Act. The FSC has the
supervisory authority over the major system operating institutions, such as the KRX and
KSD, and over financial institution participants in the systems, while the FSS conducts
inspections of these institutions in accordance with instructions of the FSC.

2. Role of the Bank of Korea

The BOK performs various duties: it issues the legal tender, provides final settlement ser-
vices for financial institutions, operates the large value payment system (LVPS), extends
loans to financial institutions as the lender of last resort, and oversees the payment and settle-
ment systems. In so doing, the BOK plays a pivotal role in the payment and settlement sys-

tems in Korea.
(Issuance of the legal tender)

The BOK is the sole institution that issues the legal tender, with Bank of Korea banknotes
(BOK notes) being the representative payment instrument, namely cash, used in all transac-
tions without limitation within Korea. The BOK also performs incidental related duties,
including supplying new notes, and withdrawing, exchanging and disposing of damaged

notes.
(Provision of final settlement services)
The BOK provides final settlement services via BOK notes, which are payment instruments

having settlement finality, and via financial institutions’ current accounts at the BOK. The
BOK Act limits the institutions permitted to hold deposits at the BOK to the government,
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governmental agencies, financial institutions, and any corporations that the MPB deems nec-
essary to performance of the BOK’s business.

(Operation of BOK-Wire+)

In December 1994 the BOK established and began operating BOK-Wire, a large value,
real-time gross settlement system allowing financial institutions to access their current
accounts held by the BOK online and deposit or withdraw funds from those accounts. BOK-
Wire provides fund transfers for short-term financial market transactions such as call transac-
tions among financial institutions, for net settlement of obligations arising through the retail
payment systems, for securities settlement, and for KRW-denominated settlement for FX

transactions.

With the BOK-Wire settlement volume increasing significantly, the BOK launched a plan
to upgrade BOK-Wire in May 2005. BOK-Wire was replaced from April 2009 by BOK-
Wire+, which is equipped with a hybrid settlement function to save participants’ settlement
liquidity through application of features such as a simultaneous bilateral and multilateral off-
setting mechanism. The introduction of BOK-Wire+ has relieved, to a considerable extent,

financial institutions’ burdens of preparing large amounts of intraday settlement liquidity.
(Provision of liquidity as lender of last resort)

As the lender of last resort, the BOK may provide liquidity for banks facing unexpected
temporary liquidity shortages, in order to prevent chain defaults and ensure financial stability
in Korea. The BOK is able to fulfill such a key role not only because of its exclusive right as
the central bank to issue the legal tender, but also because it is entitled to promptly intervene

in the market in times of crisis as a provider of loans to financial institutions.

In this regard, in order to facilitate smooth settlement via BOK-Wire+, the BOK supplies
settlement liquidity to BOK-Wire+ participants facing temporary fund shortages during the
day. It offers banks intra-day overdraft loans, secured by their collateral and conditional on
their same-day redemptions of these loans. Since February 2012 the BOK has also supported
the KRX and financial investment companies via repurchase agreements.
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(Payment and settlement system oversight)

To heighten payment and settlement system safety and efficiency, the BOK oversees the
payment and settlement systems, their operators and participants, and their payment methods
in accordance with the BOK Act and the Regulation on Operation and Management of
Payment and Settlement Systems.

In accordance with the BOK Act and the Regulation on Operation and Management of
Payment and Settlement Systems, the BOK oversees the payment methods, as well as the
operating and participant institutions that constitute the payment and settlement systems, so as

to ensure that these systems are operated safely and efficiently.

The BOK classifies the payment and settlement systems subject to its oversight as “System-
ically Important Payment and Settlement Systems (SIPSSs)” and “other payment and settle-
ment systems,” in consideration of their settlement volumes and the characteristics of the set-
tlement services that they provide. It conducts assessments of the SIPSSs biannually, and

assesses the other payment and settlement systems as deemed necessary.

(Designation of payment and settlement systems whose settlement finality is
guaranteed)

There are some payment and settlement systems in which defaults of participant institutions
could cause other participant institutions to also default, and given the settlement volumes and
methods of the funds transfer instruction processing such settlement failures could potentially
cause major interruptions to normal operation of the financial market as a whole. These pay-
ment and settlement systems are designated by the BOK as those for which it guarantees set-
tlement finality.
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[Table 2]

Payment and settlement systems

designated by BOK as subject to settlement finality guarantees®

Date and time of

Operator System Operating Rules offect
Bank of Regulation, Working Regulations, and Aug. 21,
Korea BOK-Wire+ Procedures on Operation and Management of 2006

Payment and Settlement Systems 09:30
Electr_onlc Regulation and Working Rules of Electronic Aug. 21,
Banking Banking System 200
System 9 sy 07:00
Interpank Regulation and Working Rules of Interbank Aug. 21,
REiERes Remittance Transfer System 2009
System Y 09:30
) ) Aug.21,
CD Network EeD%xlil&og e;?ngorklng Rules of 2006
Y 07:00
Regulation on Check Clearing,
Regulation on Cashier's Check Real-time
Information Sharing,
NS Regulation on Electronic Bills,
Check Regulation on Local L/C Bill Clearing,”
Clearing Regulation and Working Rules on Business
System Purchase Loan Bill Information Sharing,
Regulation on Emergency Measures for Check Jan. 10,
Clearing in Events of Bank Emergency, 2014
Regulation on Special Measures for Check 00:00
Clearing in Events of Disaster
Giro System Regulation and Working Rules of Giro System
Cash
Management Regulation and Working Rules of
Service (CMS) | Cash Management Service Network
Network
CLS Bank International Rules, Aug. 21, 2006
CLS Bank [ CLS System Settlement Member Agreement 09:30

Notes: 1) Payment and settlement systems so designated by the Governor of the BOK after consulta—
tion with the FSC under Articles 120 (1) and 336 of the Debtor Rehabilitation and Bankruptcy
Act, in order to ensure payment and settlement system finality

2) Limited to transactions denominated in KRW and USD
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(Provision of securities custody services)

The BOK has since April 2014 been offering securities custody services for central banks,
international financial organizations and foreign governments investing in Korean Treasury
bonds, Treasury bills and Monetary Stabilization Bonds (MSBs). These services include sepa-
rate safekeeping, receipts of principal and interest, funds settlement, and management of the
transaction details.

(Research on and improvement of payment and settlement systems)

The BOK conducts research on the payment and settlement systems, and based upon the
results devotes efforts to improving the systems and introducing new systems in order to
ensure smooth operation of the payment and settlement systems overall. In addition, while
leading the process of financial informatization in Korea, it supports improvement and expan-

sion of the retail payment systems operated by KFTC.

3. Roles of other private and public sector operators
3.1 Payment and settlement system operators
(Korea Financial Telecommunications & Clearings Institute)

KFTC is a non-profit, incorporated association owned jointly by its bank members. It oper-
ates Korea’s major retail payment systems including the Check Clearing System, the Giro
System and the interbank shared networks. KFTC was established in June 1986 through a
merger of the National Clearing House and the Korea Bank Giro Center. Since then it has
established and operated the interbank shared networks, which transmit funds transfer mes-
sages among financial institutions, in addition to conducting check clearing and Giro-related
businesses. KFTC is also responsible for facilitating financial information service provision,

through for example construction of the accredited certification system.
Banks that are general or associate members of KFTC can participate in all businesses that

it operates; all other institutions must first obtain approval of KFTC’s general meeting and

become special participants in individual KFTC-operated businesses. Such special partici-

ETHE BANK OF KOREA



pants include Korea Post, the federations of non-bank credit institutions, foreign banks, and

financial investment companies.
(Korea Exchange)

In accordance with the FSCMA, the KRX established and has been operating the KOSPI,
the KOSDAQ, the Korea New Exchange (KONEX) and the derivatives markets. It in addi-
tion works together with KSD to operate the securities settlement systems for transactions
occurring in those markets. In its capacity as a central counterparty, the KRX also engages in
various businesses such as matching, clearing, assumption of obligations and provision of set-

tlement guarantees.

Only members of the KRX are permitted to sell and purchase securities in the markets
operated by it, and only financial institutions (mainly securities companies) licensed to con-
duct trading or brokerage businesses in accordance with Article 12 of the FSCMA may
become KRX members. Members of the KRX are obligated to contribute to a joint fund
operated by the KRX, to pay transaction fees, to make security deposits, and to report their
financial statuses to the KRX.

In August 2015 the KRX was designated as a trade repository (TR) for over-the-counter
(OTC) derivatives transactions.

(Korea Securities Depository)

As the central securities depository (CSD) in accordance with the FSCMA, KSD is respon-
sible mainly for providing centralized depository and securities settlement services through
book-entry transfers. It also conducts clearing for stock, bond and repurchase agreement

transactions occurring in the OTC markets.

Financial institutions such as banks, financial investment companies, insurance companies
and foreign depository institutions can open securities accounts with KSD, and other individ-
uals and companies may make deposits at KSD indirectly via financial investment compa-

nies.
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(Other system operators)

Other payment and settlement system operators include CLS Bank, which offers FX
Payment-versus-Payment (PvP) settlement services, some domestic banks that operate
domestic foreign currency funds transfer systems, federations of non-bank credit institutions
that operate funds transfer systems for their members, and BC Card, which operates a credit

card settlement system.

In December 2004 CLS Bank designated the KRW as a CLS eligible currency, and began
offering a FX PvP settlement service, linked to BOK-Wire+, which is free of principal risk.
Since December 2014 non-bank financial institutions have also been permitted to join this
PvP settlement system, and domestic banks, domestic branches of foreign banks, and finan-

cial investment companies use it to conduct FX settlement.

In the past the BOK had operated a domestic foreign currency funds transfer system, partic-
ipated in by domestic financial institutions. In 1967, however, Korea Exchange Bank (cur-
rently KEB Hana Bank) was founded and given the power to operate this system, which it
has done ever since. Kookmin Bank and Shinhan Bank established similar systems that they
have been operating as well, in 2001 and 2007 respectively. The banks using these foreign
currency funds transfer systems must open accounts in the foreign currencies concerned at
their foreign currency funds settlement banks, which conduct funds transfers among banks

through book-entries in these accounts.

Federations of non-bank credit institutions” such as the Korea Federation of Savings Banks,
the Korean Federation of Community Credit Cooperatives, and the National Credit Union
Federation of Korea operate funds transfer systems for their member institutions.
Transactions among members are conducted through a federation’s system, while transactions
between a member and a non-member are conducted through retail payment systems operat-
ed by KFTC, after which the federation calculates the net settlement obligation of its mem-

1) These are special corporations that were established in accordance with special laws such as the
Mutual Savings Banks Act, the Community Credit Cooperatives Act, and the Credit Unions Act.
They carry out tasks similar to those of a central bank, such as receipt and management of deposits
and reserve funds from member institutions, execution of funds settlements among member insti—
tutions, provision of loans to member institutions, and supervision of member institutions’ busi—
nesses, in order to mediate the interests of and support their member institutions.
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bers as a whole and settles with the non-members.

BC Card is a credit card company established through joint investments by banks, and
operates the BC Card Settlement System. When customers purchase goods and services using
BC credit cards, the company processes and settles the amounts receivable and payable aris-
ing between the banks that issued the credit cards and the banks of the merchant stores — on

a multilateral netting basis.
3.2 Providers of payment services
(Banks)

Banks eligible to carry out funds transfer services under the Banking Act provide a wide
range of payment services on the basis of their demand deposits. Banks issue bills and checks,
and provide cash deposit and withdrawal services and funds transfers through various retail
payment systems such as the Giro System or the interbank shared networks operated by
KFTC. Banks also offer foreign currency transfer services via the CLS System or the domes-
tic foreign currency funds transfer systems.

(Korea Post)

Korea Post offers services similar to those offered by banks, in accordance with the Postal
Savings and Insurance Act. It participates in the retail payment systems operated by KFTC
such as the Check Clearing System, the Giro System and the Electronic Banking System.

(Federations of non-bank credit institutions)

Federations of non-bank credit institutions such as community credit cooperatives, credit
unions and mutual savings banks are permitted to conduct funds transfer services, and offer
payment services similar to those offered by banks. In February 2002 federations were
accepted as special participants in KFTC and began offering diverse funds transfer and cash
deposit and withdrawal services. They then began issuing cashier’s checks from 2008. As par-
ticipation in the retail payment systems by such federations is likely to cause increased settle-
ment risk, given the fact that they are subject to laxer regulations than those on banks, net set-

tlements of transactions between federations and other financial institutions via these systems
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are conducted by settlement agent banks.
(Financial investment companies)

With the coming into effect of the FSCMA in February 2009, financial investment compa-
nies licensed by the FSC to engage in trading or brokerage businesses were allowed to pro-
vide direct funds transfer services for individual customers”, and they began offering such

services from July 20009.

To prevent any increase in settlement risk in line with financial investment companies’ par-
ticipation in the payment and settlement systems, it is required that their net settlements be
processed through settlement agent banks in the same way as those of non-bank credit institu-
tion federations.

(Credit card companies)

Credit card companies offer credit by issuing credit cards on the grounds of card applicants’
credit ratings or future incomes, and credit card holders can purchase goods and services or
take out loans using their cards. The services offered by credit card companies are classified
as general purchases, installment purchases, cash advances and card loans. Companies can
also issue debit and pre-paid cards as incidental businesses.

2) Prior to the FSCMA’s taking effect, financial investment companies were allowed to provide indirect
funds transfer services only, via banks.
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I I PAYMENT INSTRUMENTS

1. Cash payments

In accordance with Article 47 of the BOK Act, the BOK issues and circulates banknotes in
Korea in four denominations — of KRW 1,000, 5,000, 10,000 and 50,000 — as well as coins
in six denominations — of KRW 1, 5, 10, 50, 100 and 500. Cash has been a major payment
instrument because of its convenience for small transactions as well as Koreans” high prefer-
ence for it over other payment instruments. With the increased use of credit and other cards
since the 1990s, however, the use of cash has been gradually declining.

2. Non-cash payments

2.1 Checks and bills

Checks and bills are payment instruments that were once widely used instead of cash by
Korean companies. However, with the development of electronic payment instruments such
as electronic bills, and with the increased use of credit cards, the usage of checks and bills has

been declining.

Promissory notes are certificates through which their issuers, who are the primary debtors,
promise to pay certain amounts of money to the note receivers, and are used primarily as
means of providing credit to and making payments among companies. Electronic bills, initial-
ly issued in September 2005, involve the electronic storage of all information related to them
in ledgers throughout the related processes from issuance to payment upon maturity, which
makes their altering or counterfeiting impossible. In November 2009 it became mandatory for
stock companies subject to external audits to issue their promissory notes in the form of elec-
tronic bills, and stock companies with assets in excess of certain amounts became subject to
the same requirement from April 2014.
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Checks circulated in Korea are divided into cashier’s checks and current account checks.
Cashier’s checks are issued by banks that procure the funds for settlement in advance, and
deposit them in separate accounts, making the check-issuing banks the payers. Cashier’s
checks with preset values are currently being circulated in three denominations — of KRW
100,000, 500,000 and 1,000,000 — and checks without preset values are circulated as well.
Among all cashier’s checks, those of the KRW 100,000 denomination are the most widely
used, and most banks issue them via CD/ATMs. With the increased use of electronic payment
mstruments, however, as well as the issuance of KRW 50,000 banknotes, the use of KRW
100,000-denominated cashier’s checks has been declining.

Current account checks may be issued by customers who hold current accounts at banks.
As they are issued based on their issuers’ credit standings, it is mainly companies having good
credit standings that use these checks, to pay for their business transactions, taxes and public

utility service charges.
2.2 Funds transfers

Funds transfers are payments made by remittances between the deposit accounts of the pay-
ers and the payees without any direct exchanges of payment instruments such as cash or
checks. Funds transfers can be sub-classified into credit transfers and debit transfers, depend-
ing upon who it is that initiates the payment instruction. A credit transfer is a transaction in
which a payer instructs a financial institution at which he/she has an account to transfer funds
to a payee’s account, while a debit transfer is one in which a payee asks a financial institution
where he/she has an account to withdraw funds from a payer’s account and transfer them to

his/her own account.

Funds transfers are processed via KFTC-operated retail payment systems such as the Giro
System and the Interbank Remittance System, via the CD/ATMs, and via the Internet.

2.3 Payment cards
Credit cards were first introduced in Korea in 1969, and in the early days their use was
allowed only for purchases of goods or services. A cash card function was then added to cred-

it cards in 1986, and the related services offered have increased since then. At present credit

card services include cash advances, card loans, and deferred payment-type public transporta-
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tion card services. Recently, mobile credit card services (allowing users to store their credit
card information on integrated circuit (IC) chips installed in their mobile phones) enable users
to make payments via mobile phone. Credit cards are the most widely used card-type pay-

ment instruments in Korea.

After credit cards, debit cards issued by credit card companies are the second most widely
used card type. Their use has been increasing recently, since relative to that of credit cards it
helps to prevent unnecessary consumption. Credit card companies issue debit cards and pro-
vide related services through their credit card networks, allowing customers to use the cards at
merchant stores where credit cards are accepted as well. Banks meanwhile also issue debit
cards, which provide services similar to those issued by credit card companies. The number
of bank-issued debit card holders has been decreasing, however — due to the shortage of
merchants accepting bank-issued debit cards, to the limited service hours and amounts of
transaction allowed, and to the need for cardholders to input their PINs every time they use
the cards.

2.4 Innovations in payment instruments

In line with the expansion in financial innovation based on IT, non-financial companies
such as SNS platform providers, mobile telecom companies and retail companies are offering
various types of new electronic payment services. These new services can be broadly sub-
classified, depending upon the instruments and methods of processing employed, into pay-
ment gateway (PG) services, prepaid electronic payment services, and direct debit electronic
payment services.

PG service providers transfer card approval information between credit card companies and
merchant stores via smartphones, and process the payments on their behalf. These services
have names mostly in the form of “xx Pay” (KakaoPay, SSG Pay or Paynow, for example).
For online payments the payment gateway verifies the user’s pre-registered credit card infor-
mation and means of user authentication (password, specified pattern, etc.) and processes the
payment. For offline payments, after the same process of verification used for online ones, the
user is able to make payment by either presenting a barcode stored on his/her smartphone, or
by using NFC technology in which payment is made by simply placing his/her smartphone

near a payment terminal.
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Prepaid electronic payment services, which commonly use names in the form of “xx
Money,” involve the storage of prepaid payment instruments on their smartphones by users,
who can then make payments or transfers using these instruments. Payments made through
these services are processed in the following way: a user first loads a prepaid value — in
cash, by credit card or via an account transfer — after which he or she designates the benefi-
ciary’s SNS account or telephone number, and the service provider then transfers the funds to

the beneficiary’s prepayment or bank account.
Direct debit electronic payment services are available for both online and offline payments.
After authentications by smartphone application or ARS, the funds are transferred directly

from the customers’ to the merchants’ accounts.

Global payment services offered by foreign IT companies, and electronic payment services

(electronic wallets) with multiple functions, are also available in Korea.
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I I I PAYMENT AND SETTLEMENT SYSTEMS

1. Large value payment system
1.1 Institutional framework

Owned and operated by the Bank of Korea, BOK-Wire was a large value payment system
that began offering funds transfer services in December 1994 via participant institutions’ cur-
rent accounts at the BOK. In November 1999 the BOK began offering Delivery-versus-
Payment (DvP) services through linkage of the securities settlement systems with BOK-Wire.
In December 2004 it then also launched a Payment-versus-Payment (PvP) service for FX
transactions, by linking BOK-Wire with the CLS System. In its early stages BOK-Wire was
operated on a real-time gross-settlement (RTGS) basis. However, as the surging volume of
settlements made via BOK-Wire led to growing intraday liquidity burdens on financial insti-
tutions, the BOK developed BOK-Wire+, which combined the RTGS system with a liquidity
saving settlement mechanism. It has operated BOK-Wire+ since April 2009.

The basic principles governing the operation of and participation in BOK-Wire+ are estab-
lished by the BOK’s Monetary Policy Board(MPB). Regarding the rights and obligations of
the BOK and of BOK-Wire+ participants, the BOK has specified detailed rules consistent
with the basic principles proposed by the Board, and operates BOK-Wire+ based upon those
rules.

1.2 Participation

In order to use BOK-Wire+ a participant institution must enter into an agreement for cur-
rent account transactions with the BOK, and meet a variety of requirements concerning finan-
cial soundness, number of staff with responsibilities related to BOK-Wire+, and number of
expected transactions. These requirements are determined by the governor of the BOK in
accordance with the basic principles proposed by the BOK’s MPB. The BOK checks annual-
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ly to verify participant institutions’ meeting of these requirements, and if certain institutions
fail to meet them the BOK requires that they take corrective measures, advises that they with-
draw from membership, or terminates the relevant contracts.

In the past the number of BOK-Wire participant institutions rose steadily, from 115 in 1994
to 158 in 1997. However, with the restructuring of the financial industry after the Asian finan-
cial crisis the number of participants has dropped, and as of the end of September 2016 stood
at 131 — 58 banks and 73 non-banks.

1.3 Types of transactions

The general funds transfers made via BOK-Wire+ are all KRW transactions between BOK-
Wire+ participants via their accounts at the BOK, regardless of the nature of such funds. Call
transaction settlement involves the supply and repayment of call funds across participants’
accounts with the BOK. Beneficiary-designated funds transfers are a third-party transfer ser-
vice in which BOK-Wire+ participants transfer large value funds of their individual or corpo-
rate customers upon request via BOK-Wire+, swiftly and securely. BOK-Wire+ offers DvP
settlement services as well, through which securities settlement funds are transferred simulta-
neously upon delivery of the securities. It also offers PvP settlement services, where KRW
funds transfers are made upon the processing of the corresponding foreign currency funds
transfers by the counterparty central bank concerned, with no time gap. Finally, BOK-Wire+
provides net settlement services, by means of which net obligations arising from transactions
in the retail payment systems are transferred between the current accounts of the financial
institutions involved at a designated time.

In February 2016 the BOK began operating a system that it had built linking BOK-Wire+
with the Electronic Banking System, to support the making of large value funds transfers by
individual and corporate customers all at once in real time. In this way funds in excess of
KRW 1 billion, the ceiling on single funds transfers processed through the Electronic Banking
System, can be settled between financial institutions via BOK-Wire+ in real time. This sys-
tem is expected to enhance customers’ convenience in transferring large value funds, and to
reduce the amounts of net settlement arising from the retail payment systems to thus lighten
the related collateral burdens on financial institutions.

Using BOK-Wire+, the Bank of Korea also collects Treasury funds received by financial
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institutions. It conducts government and public bond-related businesses, including the bonds’
issuance, establishment of the rights of pledge, changes in registration of ownership of title
(for sales or purchases), and repurchases of and repayments of bonds at maturity. It also
receives applications for loans and for the provision of collateral securities, extends loans for
financial institutions, and withdraws these loans at maturity via BOK-Wire+.

1.4 Operation of system and settlement procedures

Participants’ messages regarding funds transfers are to be input from 09:00 until 17:30 on
weekdays. However, the BOK can temporarily extend these hours in events of disruptions in
BOK-Wire+, delays in or concentrations of large value or multiple fund settlement, or any
other unavoidable circumstances.

The BOK plans to extend the current BOK-Wire+ operating hours by one hour in 2017, in
order to ease the concentration of settlement at around its closing time, to lay a foundation for
cross-border system linkages with overseas financial market infrastructures, and to enhance

financial institutions’ convenience.

[Table 3]
Changes in BOK-Wire+ operating hours

Date Change

Dec. 15, 1994 Commencement of operation (09:30-16:30)

30—minute extension of closing time

Jan 15,1999 1 (09:30-16:30 — 09:30-17:00)
30—minute extension of closing time

Nov. 3, 2008 | (69:30-17:00 — 09:30-17:30)

Apr. 1, 2009 Starting time pushed up by 30 minutes

(09:30-17:30 — 09:00-17:30)

(Settlement systems by mechanism and transaction type)

The settlement systems of BOK-Wire+ can be sub-divided, based upon the transactions
processed, into the real-time gross settlement (RTGS) system with an RTGS mechanism only,
and the hybrid settlement system with simultaneous bilateral and multilateral offsetting added
to the RTGS mechanism. Participants hold two types of accounts at the BOK — current
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accounts and deposit accounts for settlement. The former are used for transactions carried out
through the RTGS system, and the latter for those through the hybrid system.

The RTGS system handles funds transfers related to BOK loans, government or public
bond transactions, FX PvP settlements, and net settlements for the retail payment systems.
The hybrid settlement system meanwhile processes general funds transfers and call fund and
DvP settlements, all of which are carried out quite frequently and are thus amenable to net-

ting.

[Table 4]
Settlement systems, and types of transactions
made using settlement accounts

Settlement system

Applicable transactions Settlement mechanism
(settlement account)

- Funds transfers between BOK headquarters
and branches, and between BOK branches
- CLS funds transfers
- Net settlements

RTGS system - Collection of Treasury funds RTGS
(current account) - Issuance and repayment of Monetary
Stabilization Bonds (MSBs) and government
bonds, sales of government and public bonds,
cash deposits and withdrawals, current
account debits, and BOK loans

- General funds transfers (including
beneficiary—designated funds transfers)
Hybrid - Call funds transfers

settlement system - DVP settlements(including of BOK repo bil a};rrgls,and
(deposit account for |  transactions) multilateral offsettin
settlement) - Intraday liquidity provision and collection 9

through repo transactions
- Linked settlement

(Types of payment instructions)

The payment instructions that participants enter into the hybrid system of BOK-Wire+ are
divided into “Urgent payment instructions” and “Normal payment instructions.” An urgent
payment instruction is settled immediately, on an individual transaction, gross basis, provid-
ing that there is a sufficient balance in the payer’s deposit account for settlement. This type of

instruction is used in cases where payment must be made immediately or there is little possi-
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bility of simultaneous offsetting. If the balance in the deposit account for settlement of the
participant issuing the instruction is insufficient for covering the relevant transaction, then the
system holds the payment instruction in a queue file until the necessary funds have been
deposited.

For payments that are not urgent, participants can save liquidity through the use of normal
payment instructions. With a normal instruction, the settlement is not processed immediately
even if the funds in the payer’s deposit account for settlement are sufficient. It is instead set-
tled on a simultaneous bilateral offsetting basis, at a time when a payment instruction from the
relevant counterparty has also been input into the system, or on a multilateral offsetting basis

attempted every 30 minutes.
(Simultaneous bilateral and multilateral offsetting)

When a new normal payment instruction is input into the BOK-Wire+ hybrid system, the
system searches for any payment instructions of the counterparty from its queue file and
attempts to carry out simultaneous bilateral offsetting. In simultaneous bilateral offsetting,
urgent payment instructions in the queue file are in principle processed ahead of normal pay-
ment instructions. However, normal payment instructions of a participant to which liquidity
flows as a result of simultaneous offsetting can be processed prior to urgent payment instruc-
tions. If there is a shortage of funds or if the net payment limit is exceeded as a result of the
simultaneous bilateral offsetting of a normal payment instruction, then it is not processed but
instead saved in a queue file. For such files simultaneous multilateral offsetting is attempted
every 30 minutes, and those payment instructions satisfying the settlement condition require-
ments, related for example to deposit balances, net payment limits, etc., are simultaneously

processed.

(Queuing arrangement)

The methods of payment instruction processing in the RTGS and the hybrid systems of
BOK-Wire+ differ. The RTGS system processes payment instructions in accordance with a
by-pass FIFO rule, under which the system attempts to process the first transfer in a queue but

if this cannot be done due to a lack of funds the next transfer is settled instead.

The hybrid system on the other hand allows participants to adjust the orders of their pay-
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ment instructions in the queue files in accordance with settlement conditions, or to change the
types of these instructions. Under this system, participants can change normal payment
instructions into urgent payment instructions and vice versa.

[Chart 1]
Settlement mechanism in hybrid system

New Settlement conditions satisfied ]
urgent payment s Grossinscj?\t}ilglrpa?nt by ’
instruction(A—B)

w‘nsatisfied
Every

. 30 minutes [ Multilateral offsetting
Queue file attempted

If no payment instruction
(B—A) in B's queue file

\%—r Completed

o ~.._ Settlement conditions

Every time B inputs n unsatl_s{led
normal payment -
instruction to A

New
normal payment

Bilateral offsetting |_|
attempted

If payment instruction (B—A) in Bs
queue file

instruction(A—B)

(Designated-time transaction system)

The large value funds transfer transactions that financial institutions apply for through
BOK-Wire+ during the day are in principle processed upon receipt, in accordance with preset
procedures. The net settlements for the retail payment systems, repayments of call transaction
funds with specified maturities, and collections of Treasury funds received by financial insti-
tutions are in contrast all processed at designated times during the day.

[Table 5]
BOK-Wire+ designated settlement times
Tvoe of transaction Designated Settlement
yp time account
Net settlements for retail payment systems 11:00 G
Treasury receipt settlements 14:00 account
Overnight or longer—term calls 11:05
——————————————————————————————————————————————— Deposit
(ije EZKTL?: (;z Half-day call transactions (morning) 14:05 account for
e settlement
Half-day call transactions (afternoon) 16:05
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1.5 Risk management

When BOK-Wire+ first entered operation, the BOK adopted the RTGS mechanism and
thus eliminated credit risk in settlement entirely. The BOK devoted efforts to promote the
incorporation of details related to settlement finality in the nation’s laws and regulations, as
well as the BOK regulations, so as to ensure settlement finality and thus reduce the related
legal risks. In April 2006 the Debtor Rehabilitation and Bankruptcy Act came into effect, stip-
ulating the exemption of BOK-Wire+ from bankruptcy proceedings and thereby legally guar-
anteeing BOK-Wire settlement finality.

If participants’ balances on their current accounts at BOK-Wire+ are insufficient, the BOK
automatically extends them loans, up to a predetermined limit, in order to support intraday
settlement and thus reduce liquidity risk. Intraday overdraft loans are extended only to finan-
cial institutions that deposit reserves at the BOK, and interest is charged on any overdraft loan
exceeding 25% of the equity of the financial institution receiving it.

From April 2009 the BOK began operating BOK-Wire+ with a supplementary liquidity
saving mechanism that reduced liquidity risk significantly. This new mechanism of BOK-
Wire+ has enabled participants to complete intraday settlement with lower liquidity, thus miti-

gating settlement delays and gridlock as well as the accompanying systemic risks.
1.6 Pricing

BOK-Wire+ participants must pay fees to the BOK for use of the system. These fees are
determined so as to cover the costs of the construction, maintenance and operation of BOK-
Wire+. They are divided into monthly fixed fees and per transaction fees, with the latter vary-
ing with the time of transaction. Relatively lower per transaction fees are imposed on funds
transfers applied for prior to 16:00, and relatively higher ones on those applied for after 16:00,
so as to encourage BOK-Wire+ participants to enter their payment instructions as early as
possible.
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2. Retail payment systems
2.1 Institutional framework

Korea’s major retail payment systems are operated by KFTC, a non-profit incorporated
association. The decision-making bodies of KFTC consist of its general meeting, board of
directors, and various committees. The general meeting is KFTC’s highest decision-making
body, and is participated in by all general member banks. The board of directors, comprising
ten members, enacts and revises regulations governing basic matters required for conduct of
the different retail payment systems’ businesses, and decides matters regarding the functions
and operation of the committees. The committees are composed primarily of institutions that
participate on the board of directors; they also establish detailed business procedures, such as

the operational rules and guidelines for the businesses of the different retail payment systems.
2.2 Participation

Payment service providers may join the retail payment systems operated by KFTC in two
ways. First, they can become either general or associate members of KFTC, who are permit-
ted to participate in all businesses operated by KFTC. Second, they are otherwise allowed to
participate in individual businesses operated by KFTC as special participants. Special partici-
pants are however denied any rights to vote or to make remarks at KFTC’s general meeting.
The BOK and financial institutions under the Banking Act may become either general or
associate members, or special participants of KFTC, but other institutions that engage in
financial or finance-related businesses can only become special participants, with prior

approval of KFTC’s general meeting.

Approvals for participation in the retail payment systems operated by KFTC, and dis-
missals of participants from them, are determined at the general meeting. As of the end of
2016 there were 10 general members, 10 associate members, and 72 special participants par-
ticipating in the KFTC-operated retail payment systems.
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2.3 Types of transactions

The retail payment systems operated by KFTC offer settlement services for diverse transac-
tions, ranging from funds transfers between individuals to large-volume corporate funds

transfers.

KFTC offers a bill and check clearing service via the Check Clearing System, and offers
Giro services and Cash Management Service(CMS) to companies and public institutions via
the Giro System and the CMS Network. It also supports individuals and companies making
funds transfers via bank windows, CD/ATM terminals and Internet banking through its opera-
tion of the Interbank Remittance System, the Local Bank Shared Network®, the CD Network,
and the Electronic Banking System. It in addition operates the K-cash Network for settlement
of K-cash (electronic money) transactions, the Electronic Fund Transfer at the Point of Sales
(EFT/POS) System for settlement of bank-issued debit card payments, and the B2B
Settlement System supporting business-to-business e-commerce through the Internet and the
B2C Settlement System for settlement of small e-commerce transactions made via online

shopping malls.
2.4 Operations of the systems

As customers request funds transfers through a range of payment instruments during the
day, KFTC calculates participants’ total intra-day transactions and multilateral net settlement
obligations in each system. It notifies the BOK and participants of the results by the pre-
arranged notification time, and the BOK then completes settlement by conducting funds
transfers across BOK-Wire+ participants’ current accounts with the BOK at the designated
net settlement time (11:00 AM). The details of the settlement procedures for the main retail
payment systems are as follow:

3) The Local Bank Shared Network connects the IT networks of local banks with KFTC in order to
allow their customers to make deposit transactions conveniently at all branches of all local banks,
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(Check Clearing System)

Before October 2010 the carrying out of both electronic and physical exchanges of checks
and bills was possible in Korea. Since October 2010, however, all exchanges of checks and
bills are now carried out through electronic information exchanges (truncation) only. Banks
receiving bills and checks (presenting banks) reproduce their images and text information,
which they then send to KFTC. KFTC determines the participants’ balances with each bank
based upon the information received, and requests net settlements by the BOK on the follow-
ing business day. Holders of cashiers’ checks can withdraw the funds after 12:20, and those of
other bills and checks after 14:20.

(Giro System)

Giro services enable institutions to execute large-volume payments and collections, includ-
ing payments of salaries and pensions and collection of utility bills. Giro services are divided
into paper-based and electronic ones, depending upon whether the Giro bill concerned is
paper-based or paperless. In the case of paper-based Giro, the user institution notifies the cus-
tomer of the required payment using a Giro bill, which the customer then pays at a financial
institution branch or through an electronic device. KFTC sums the amount paid to each finan-
cial institution and makes a batch transfer of the total amount collected to it, while also pro-
viding the details of the payments received. With electronic Giro, meanwhile, the collection
and payment requests are processed electronically via either the Internet or file transmission.
KFTC calculates financial institutions’ net obligations arising from transactions in the Giro
System, and sends them to the BOK for net settlement through BOK-Wire+.

(Interbank Remittance System)

Through the Interbank Remittance System customers are able to transfer funds even when
the payers’ and payees’ banks are different. If a payer makes a request at the window of
his/her bank branch for a funds transfer to a payee’s account at a different bank, the payee’s
bank is notified of the transfer details via the Interbank Remittance System, and the funds are
immediately credited to the payee’s account at his or her bank. KFTC calculates the net oblig-
ations between the payer’s and the payee’s banks, and requests net settlement by the BOK on

the following business day.
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[Chart 2]
Payment and settlement via Interbank Remittance System
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(CD Network)

The CD Network enables a customer of a certain financial institution to use cash deposit
and withdrawal, account transfer and balance inquiry services at the CD/ATM terminals of

other financial institutions.

If a customer requests a funds transfer via a CD or ATM terminal, KFTC and the payee’s
bank are notified of the relevant details via the CD Network, and the funds are immediately
credited to the payee’s account. KFTC calculates the net obligations and submits a request to
the BOK for net settlement on the following business day.

When a customer withdraws cash from a CD/ATM terminal operated by a financial institu-
tion other than his or her own bank, the information is transmitted to the bank at which the
customer holds his/her account. That bank then verifies the withdrawal request and sends a
payment approval message to the bank operating the CD/ATM terminal concerned, which
immediately dispenses the cash to the customer. Net obligations arising from the transaction
are also settled through BOK-Wire+ on the following business day.
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(Electronic Banking System)

Customers use the Electronic Banking System to transfer funds and acquire financial infor-
mation via telephone, mobile phone, PC or other media. When a customer requests a funds
transfer via Internet banking, mobile banking or telebanking, KFTC and the payee’s bank are
notified of the related details via the Electronic Banking System. The funds are then immedi-
ately credited to the payee’s account, and the related net obligations are settled through BOK-
Wire+ on the following business day. The Electronic Banking System is accessible on close
to a 24 hours per day/seven days per week (24/7) basis.

(Cash Management Service Network)

The Cash Management Service (CMS) Network makes it possible for user institutions such
as companies to automatically withdraw funds from or deposit funds into multiple numbers
of customers’ accounts on pre-arranged dates.

An institution receiving an insurance premium or a credit card payment through a CMS
debit transfer requests the relevant withdrawal from the payer’s bank, one day before the due
date, through KFTC. The payer’s bank then debits the funds from the payer’s account on the
due date, and the interbank net obligations are settled through BOK-Wire+ on the subsequent
business day. The user institution’s bank credits the funds to the institution’s account on the
next business day after the due date. Payments of pensions and salaries through CMS credit

transfer are processed in a similar way.
(Credit card settlement system)

When a customer purchases goods or services at a merchant store using a credit card issued
by a BC Card Company member bank, the transaction details are sent to the card-issuing
bank via BC Card. After the transaction is approved by the bank, the merchant store provides
the customer with the goods or services. Afterward the merchant store sends the sales slip to
its bank, which collects the funds from the card-issuing bank through check clearing, and
pays the store. Finally, the card-issuing bank requests payment of the credit card charge by the
customer, via BC Card on the pre-determined due date.

When a customer purchases goods or services using a credit card issued by a non-bank
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credit card company, the transaction details are sent to that company directly. After the trans-
action approval by the card company, the customer is provided with the goods or services.
The merchant store subsequently sends the sales slips to the card company, which transfers
the funds to the account of the merchant store concerned. The card company finally then

requests credit card charge payment from the customer on the due date.
2.5 Risk management

Funds transferred through some retail payment systems are immediately credited to the
payees’ accounts, with the related interbank net obligations then settled at a designated settle-
ment time on the following business day through BOK-Wire+. If there were no proper settle-
ment risk management framework in place, settlement failure by a participant could therefore

cause a materialization of system risk.

The BOK has accordingly, since September 1997, adopted net settlement risk management
arrangements — including the establishment of a net debit cap for each institution, collateral
requirements, and a loss-sharing arrangement — in order to ensure the completion of net set-
tlement on time even in a case of settlement failures of some participants. In addition, with
financial investment companies now also providing funds transfer services through the retail
payment systems, the BOK has developed a “net settlement agent arrangement” to prevent

any resulting rise in settlement risk.
(Net debit caps)

A net debit cap is a ceiling put on the unsettled net obligation that a participant is allowed to
incur, in order to reduce the probability of settlement failure. If the unsettled net obligation of
a participant exceeds its net debit cap during the business day, that participant is not allowed

to send any additional payment instructions.

The retail payment systems subject to the net debit cap requirement are those, including the
CD Network, the Interbank Remittance System and the Electronic Banking System, through
which payment instructions are transmitted and received in real time and the payments to cus-

tomers are processed prior to net settlement among financial institutions.

Participants determine their net debit caps at their own discretion. However, to prevent their
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setting them too high, the BOK uses participants’ caps as the basis for calculating their
required amounts of collateral.

(Collateral requirements)

The banks that participate in the net settlement systems are required to provide eligible
securities as collateral. In the event of a participant’s default, the BOK may dispose of its col-
lateral securities or use them as collateral for extending loans to that participant to enable it to
complete net settlement.

Securities eligible as collateral are limited to government bonds, government-guaranteed
bonds and Monetary Stabilization Bonds (MSBs), all of which are highly liquid. For transac-
tions subject to net debit caps, the collateral requirement is equivalent to 50% of the cap, and
for other transactions it is 50% of the daily average net payment amount cleared during the
immediately preceding six-month period. In order to enhance credit risk management of the
net settlement systems, the BOK plans to gradually raise these rates to 100%. The BOK
meanwhile also evaluates the daily market values of the collateral securities provided by
banks, thereby ensuring proper maintenance of the collateral values.

(Loss-sharing arrangement)

When a participant institution defaults on net settlement, the BOK attempts to complete the
settlement using the collateral posted by that institution. In the event that there is nevertheless
still a settlement fund shortage, the BOK has the other banks share the loss to finalize the inter-
bank net settlement. The allotment of participants’ shares in this process is calculated based
upon the amounts of their collaterals, and in this case the defaulting participant must repay the
other participants their loss-share contributions, together with interest at a rate set in advance.

(Net settlement agent arrangement)

Financial investment companies and federations of non-bank credit institutions could cause
relatively higher settlement risks, as they are not required to provide reserves to the BOK and
therefore do not have sufficient funds in their BOK current accounts. To mitigate such settle-
ment system risk the Bank of Korea therefore allows them to carry out net settlement indirect-

ly only, through agent banks.
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3. Securities clearing and settlement systems
3.1 Overview

The securities clearing and settlement systems in Korea comprise the clearing institutions,
the central securities depository (CSD), and the settlement banks.

In accordance with the FSCMA the Korea Exchange (KRX) operates the KOSPI, KOS-
DAQ and KONEX markets, as well as the derivatives markets. In its capacity as a central
counterparty (CCP), it engages in various businesses such as matching, clearing, assumption
of obligations, and provision of settlement guarantees for these markets.

[Chart 3]

Overview of securities clearing and settlement systems in Korea
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Under the FSCMA, Korea Securities Depository (KSD), as the CSD, is responsible mainly
for providing book-entry transfers and a centralized depository. It also conducts clearing for
transactions in stocks, bonds, etc. carried out in OTC markets.

The cash legs of securities transactions are settled through either the BOK or some com-
mercial banks, depending upon the types of securities involved.

3.2 Exchange-traded securities clearing and settlement systems

The KRX, in its capacity as a CCP, conducts confirmation of transactions, assumption of
obligations, clearing, and provision of settlement guarantees related to securities transactions,
while KSD, as the CSD, safeguards and delivers the securities.

The exchange-traded securities markets are divided into the KOSPI, KOSDAQ, KONEX
and derivatives markets. The KOSPI market comprises the stock and bond markets, with the
bond markets being further subdivided into the government bond market, the repo market,

and the general bond market.

When KRX members issue buy or sell orders for stocks or bonds in the KOSPI market, the
orders received are automatically matched via the KRX’s electronic trading system. After
multilateral netting, the KRX then determines the volume of securities to be delivered and the
amount of funds to be paid by each member and notifies KSD together with the members of
the details. Members that are supposed to deliver securities as a result of netting must deposit
them into their accounts at KSD, and members that are supposed to make payments must
deposit the funds in their accounts at the settlement banks.” The settlement dates for stocks
and government bonds are days T+2 and T+1 respectively, while for repos and general bonds
they are day T. If both the securities and the funds are deposited, KSD delivers the securities
to the member that is supposed to receive them, while the settlement bank transfers the funds
to the member concerned and settlement is thus completed. For settlement of stock transac-
tions in the KOSDAQ and KONEX markets, the details including the clearing institution, the
mstitutions for securities and funds settlement, the settlement mechanism and the settlement
date are the same as those for the KOSPI market.

4) In the case of transactions in the stock, government bond and repo markets, members deposit the
funds into KSD’s account at the BOK, while for transactions in the general bond market they
deposit them in KSD’s accounts at various commercial banks.
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In the derivatives markets, options and futures based on various underlying assets including
stocks, stock indices, interest rates, currencies and commodities such as gold and lean hogs
are traded. In its capacity as the CCP in the derivatives markets, the KRX also serves as the
clearing institution. Settlements arising from transactions in derivatives between the KRX and

its members are processed via their accounts held with commercial banks.
3.3 OTC-traded securities clearing and settlement systems

In an OTC market, when a buyer and a seller enter into a bond transaction and transmit the
relevant details to KSD, KSD determines the settlement details and notifies both buyer and
seller. The seller then deposits the securities at KSD, and the buyer makes payment to KSD’s
account at the BOK. The settlement date for bond transactions is day T+1, while for institu-
tional repos, CDs and CP it is day T. When the deposit of the securities and payment of the
funds have been completed, KSD and the BOK complete the settlement by simultaneously
transferring the securities and funds to the trading counterparties.

When institutional investors that are not KRX members buy or sell KRX-listed stocks via
KRX members, unlike in the case of general stock transactions the settlements are conducted

via a separate system operated by KSD, called the institutional settlement system for stocks.

The KRX is meanwhile responsible for the clearing of OTC derivatives transactions. In its
capacity as the CCP for OTC derivatives transactions it offers a clearing service for KRW
interest rate swap (IRS) transactions, and in August 2015 was designated as the Trade
Repository (TR) for OTC derivatives transactions.

3.4 Securities settlement risk management

The major securities settlement systems in Korea have all adopted DvP settlement mecha-
nisms, thereby removing principal risk from among the various securities settlement risks,

and also legally guaranteeing settlement finality.

The KRX guarantees settlement in its capacity as the CCP for transactions in both
exchange-traded securities, derivatives and OTC IRS. In order to secure the financial
resources necessary for settlement, the KRX retains some of its assets in the form of settle-

ment reserves. It in addition allows only members meeting certain qualifications to participate
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in transactions, and has its members contribute to joint compensation funds to make up for

any losses arising from possible settlement failures.

As the CCP for clearing and settlement of institutional stock trades, KSD guarantees settle-
ment of these transactions. It also allows only members meeting certain qualifications to par-
ticipate in transactions, while securing settlement reserves and having its members contribute

to joint compensation funds.

Meanwhile, in order to mitigate settlement delays and gridlock in the securities settlement
systems, and to relieve the resulting concentration of settlement at around the BOK-Wire+
closing time, the BOK, the KRX and KSD have jointly established the “Strategies for
Securities Market Settlement Systems Upgrade,” which they have implemented since 2012.
Under the Strategies, a continuous net settlement (CNS) mechanism has been introduced for
settlement of exchanged-traded stock transactions, under which if a seller fails to deposit the
stocks by the settlement deadline the settlement for that transaction is carried over to the next
business day. For the settlement of stock transactions between institutional investors and
KRX members, the settlement mechanism has been changed to DvP2, by which the securities
transfer obligations are settled on a gross basis during the day and the funds transfer obliga-
tions then settled later on a multilateral net basis, thereby enabling securities settlement to
occur earlier and reducing the settlement amounts. In addition, the starting time for settlement
of exchange-traded government bonds during the day has been pushed up from 15:00 to
09:00, while the BOK has begun providing KRX and securities companies with intraday lig-
uidity needed for the settlement of exchange-traded and OTC bonds, through repos transac-
tions with the BOK.
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4. Foreign exchange settlement systems

4.1 CLS System

(Overview)

The CLS System has been providing PvP settlement services for FX transactions using the
CLS settlement accounts in the central banks and settlement member banks’ accounts in CLS
Bank. The KRW was designated as a CLS eligible currency in 2004. As of September 2016
there were 17 domestic banks, 20 foreign bank branches and two securities companies con-
ducting FX transactions via the CLS System in Korea, with three of them participating as set-
tlement member banks of the CLS System.

(Types of transactions)

FX transactions such as spot trades, forwards and futures are settled through the CLS
System.

(Settlement procedures)

When a domestic settlement member and a foreign settlement member of CLS Bank enter
into an FX transaction, the relevant details are transmitted to CLS Bank. After CLS Bank has
calculated the member banks’ currency settlement position on a multilateral netting basis, it
submits the pay-in requests to them. The member banks then deposit their short position cur-
rency funds into the CLS Bank accounts with the central banks concerned for the currencies
involved, and CLS Bank confirms the amounts deposited and asks the respective central
banks to pay out the currencies concerned to the member banks having the long positions.

Upon these currency payouts, the FX transaction is completed.
(Operation of the system)
In order to reduce FX settlement risks arising from time differences between countries,

CLS Bank executes settlement for FX transactions during certain designated settlement peri-

ods. For currencies in the Asia and Pacific region settlements are processed between 07:00
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and 10:00 CET, which is from 15:00 to 18:00 Korean Standard Time.
4.2 Domestic foreign currency funds transfer systems
(Overview)

Financial institutions such as domestic banks and foreign bank branches process foreign
currency funds transfers accompanying retail FX transactions or current transactions via the
foreign currency funds transfer systems operated by some Korean commercial banks includ-
ing KEB Hana Bank, Kookmin Bank, Shinhan Bank and Woori Bank. In terms of the number
of participants and the settlement volume, the system operated by KEB Hana Bank is the
largest.

Owing to time differences between Korea and some other regions, it could sometimes be
difficult to execute a foreign currency funds transfer via an overseas correspondent bank with-
in the same business day. Foreign currency funds transfers can in contrast be made in the
same time zone through the foreign currency funds transfer systems of domestic settlement
banks where large numbers of banks have opened foreign currency deposit accounts. A num-
ber of FX transactions carried out in the domestic foreign currency funds transfer systems are
cleared and settled through book-entry via foreign currency deposit accounts held with settle-
ment banks, and so financial institutions only need to use overseas correspondent banks for
transferring funds to their settlement banks in the amounts of any shortages occurring in this
process. This contributes to a saving of settlement liquidity and reduces the payment of fees to
overseas correspondent banks.

Meanwhile, with regard to settlement of transactions involving the Chinese Renminbi
(RMB), the Seoul branch of Bank of Communications has been designated as the RMB clear-
ing bank in Korea, and been operating the RMB Clearing System since October 2014.

5) KEB Hana Bank and Woori Bank have been designated as KRW clearing banks in China’s
KRW/RMB direct exchange market, and have been processing transactions between the two cur—
rencies since June 2016.
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(Settlement procedures)

When a sending bank transfers USD funds to a receiving bank, rather than using a corre-
spondent bank located in the U.S. it requests that a domestic settlement bank operating a
domestic foreign currency funds transfer system transfer these funds, and notifies the receiv-
ing bank of the relevant details. The settlement bank then processes the foreign currency
funds transfer by crediting and debiting the accounts that the sending and receiving banks
have established with it.

If a sending bank’s balance is insufficient to cover such a funds transfer, the settlement bank
may provide it with an intraday credit facility within a certain limit. A bank provided with
such liquidity must repay it to the settlement bank via its overseas correspondent bank within
the same business day, by a transfer of funds to the settlement bank’s overseas correspondent

bank. If the repayment is delayed, penalty interest may be imposed.
(Risk management)

The settlement banks operating foreign currency funds transfer systems are exposed to risks
associated with intraday credit provision. Specifically, for some currencies a settlement bank
is unable to confirm, until the following business day, whether its intraday credit provided to a
sending bank has been repaid to its account in a correspondent bank overseas. This causes set-
tlement bank exposure to both credit and liquidity risks until the time of confirmation of send-

ing bank fund repayment.

To manage this risk, settlement banks apply varying intraday liquidity limits for participants

in accordance with their credit ratings, transaction frequencies, and asset volumes.

Given the possible related systemic risks and the high level of domestic bank dependency
on them, the BOK has designated the major domestic foreign currency funds transfer systems
as subject to its oversight. It accordingly carries out monitoring and assessment of these sys-

tems, and encourages prudent risk management by the settlement banks.
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IV PAYMENT AND SETTLEMENT SYSTEM
OVERSIGHT

1. Overview

The BOK oversees the payment and settlement systems based upon the BOK Act and its
subordinate regulations, such as the Regulation on Operation and Management of Payment
and Settlement Systems, and the Working Regulation and Procedures thereof, which regulate
matters as mandated by the BOK Act.

Before 2004, the BOK carried out a limited range of oversight activities related to the pay-
ment and settlement systems, due to its weak legal basis for doing so. On September 3, 2003,
a revised BOK Act was promulgated that explicitly delegated to the BOK the authority to
oversee the systems. With the coming into effect of this revision in January 2004, the legal
basis was thus provided for the BOK’s establishment of frameworks for oversight of these
systems. The BOK’s responsibilities and authority regarding the payment and settlement sys-
tems are stipulated in Articles 28 and 81 of the BOK Act, and it is thus enabled to oversee and
recommend improvements of the systems under its oversight authority. In addition, in accor-
dance with Article 88 of the BOK Act the BOK may request of the Financial Supervisory
Service (FSS) that it examine financial institutions or conduct joint examinations of them
with the BOK, when deemed necessary by the MPB for the implementation of monetary poli-

cy.

The Regulation on Operation and Management of Payment and Settlement Systems, estab-
lished by the MPB in accordance with the BOK Act, stipulates the BOK’s oversight roles
related to the payment and settlement systems to be as follows: designation and classification
of systems subject to the BOK’s oversight activities, collection and analysis of information
related to those systems, assessment of the safety and efficiency of the systems subject to its
oversight activities, recommendations to their operators for improvements of the systems sub-
ject to its oversight activities, and the taking of necessary measures in events of emergency.
Moreover, Article 419 of the FSCMA and Article 41 of the Electronic Financial Transactions
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Act also explicitly stipulate the BOK’s authority to require submission of related materials
from financial institutions and to conduct joint examinations of them with the FSS, in order to
ensure smooth operation of the payment and settlement systems.

The BOK oversees all domestic and relevant overseas payment and settlement systems in
accordance with Article 81 of the BOK Act and its subordinate regulations. In order to con-
duct its oversight effectively, the BOK classifies the systems subject to its oversight as either
“Systemically Important Payment and Settlement Systems (SIPSSs)” or “other payment and
settlement systems,” in consideration of their volumes of settlement, the characteristics of
their settlement funds, and their degrees of importance. SIPSSs are defined as those from
which shocks from them in cases where their normal operations are disrupted may spread
widely to affect financial systems at home and abroad or cause financial system collapse.

“Other payment and settlement systems” are defined as those not included among SIPSSs.

There are 10 payment and settlement systems currently designated as SIPSSs: BOK-Wire+,
the Check Clearing System, the Interbank Remittance System, the Electronic Banking
System, the OTC Bond Settlement System, the Institutional Repo Settlement System, the
KOSPI and KOSDAQ Market Settlement Systems, the Derivatives Market Settlement
System, and the CLS System.

2. Oversight activities
2.1 Monitoring

Monitoring activities are classified into real-time, periodic and occasional monitoring. Real-
time monitoring is conducted not just by the BOK but also by other payment and settlement
system operators such as KFTC, and includes monitoring of the operational statuses of the
systems concerned to ensure smooth system operation and efficient management of settle-
ment risk, and provision of the related information to the BOK as necessary. Periodic moni-
toring is conducted to monitor overall system status and the settlement details of participants,
and to determine whether intervention is needed to ensure system stability and efficiency,
using data collected regularly from system operators related to their systems’ operational sta-
tuses, to any legal and regulatory changes, and to conditions in their IT systems including any

equipment updates or system malfunctions. Occasional monitoring is conducted in cases of
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emergency such as suspensions of system operation, settlement delays or bankruptcies of par-
ticipants. Its objective is the gathering of relevant information needed for the taking of timely
measures, and it is conducted until the affected systems have been restored to stability.

The information obtained by the BOK via its monitoring activities is used in a variety of
ways to facilitate smooth operation of the systems and efficient management of the related

settlement risks.

2.2 Collection and analysis of payment and settlement
information

The BOK compiles statistics on payment and settlement based upon the transaction data of
BOK-Wire+ as well as statistical data provided by KFTC, credit card companies and elec-
tronic money issuers. The BOK releases the BOK-Wire+ statistics on its Economic Statistics
System (ECOS) website on a daily basis. BIS standard-based statistics, and statistics on
BOK-Wire+t, the Interbank Shared Networks, the Giro System and credit cards are provided
monthly, while the electronic banking statistics are announced on a quarterly basis. Payment
and settlement statistics are provided through the ECOS, press releases, the BOK Monthly
Bulletin, and the BOK Economic Statistics Yearbook.

2.3 Assessments

Assessments of payment and settlement systems involve the checking of their level of safe-
ty and efficiency, and requiring the system operators or relevant supervisory authorities to
improve the methods of system operation in accordance with Article 81, Paragraph 2 of the
BOK Act. While monitoring and the collection and analysis of statistics focus on understand-
ing the operational statuses and trends of the systems, assessment places more emphasis on
the legal grounds of the systems, their risk management, their T system operations, and their
governance structures. In this context, it can be considered an oversight activity carried out
from the institutional and technological standpoints.

The BOK applies the Principles for Financial Market Infrastructures (PFMI) as the stan-
dards for its assessment of domestic payment and settlement systems, given that the partici-
pants and stakeholders in the payment and settlement systems include not only domestic but

foreign institutions as well, and that the results of assessment must be consistent with interna-
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tional practices.

In the meantime, as part of the BOK’s efforts to strengthen its assessment function, when it
assesses the safety and efficiency of SIPSSs it is also assessing the operational statuses of
their systems, in addition to their applications of international standards focused mainly on
their systems’ legal and institutional statuses.

The BOK conducts assessments at varying intervals, depending upon the importance of the
payment and settlement system assessed. In the case of SIPSSs, it in principle assesses their
safety and efficiency every two years, although if there have been any significant changes
with the potential to affect their safety and efficiency it can conduct additional assessments.
The BOK conducts assessments of other payment and settlement systems only when it deems
this necessary, such as in cases of significant changes that could affect their safety and effi-
ciency. By thus making distinctions between systems in terms of their assessment periods, the
BOK focuses its efforts and attention on relatively more important systems and enhances the

efficiency of its oversight function thereby.

At the times of its regular assessments of SIPSSs, the BOK establishes its assessment plans
specifying the assessment criteria and the detailed items to be assessed, and notifies the sys-
tem operators of them in advance. The operators then conduct self-evaluations of the related
items and submit the results to the BOK, which carries out its assessments through compre-
hensive review of the information on the systems concerned and the results of operators’ self-
evaluations, based upon the PFMI as the assessment standards. It then notifies the operators
and the relevant supervisory authorities of the results, and based upon them the operators
establish plans for implementing any recommendations made by the BOK. The BOK mean-
while also includes the results of the assessments conducted the preceding year in its annual
report on the payment and settlement systems, to thus heighten assessment transparency and

effectiveness.

2.4 Recommendations for improvement

In the event that the results of an assessment do not meet certain standards, or if any prob-
lems in the system’s safety and efficiency are identified during the on-going monitoring

process, after obtaining approval of the MPB the BOK may request of the system operator or
the supervisory authority concerned certain improvements in the system. The relevant opera-

IV. PAYMENT AND SETTLEMENT SYSTEM OVERSIGHT 49



tor must then take such necessary measures and notify the BOK of the results.

The recommendations provided as a result of system assessment vary depending upon the
importance of the issues involved and the levels of difficulty of their implementation. In addi-
tion, the BOK provides operators with different timeframes for implementation of the various

recommendations, so as to ensure the certainty of implementation on time.
2.5 Emergency measures, including on-site verifications

Operators of SIPSSs need to immediately notify the BOK in cases where they judge that
any changes in operational rules, business procedures, participants or IT systems will affect
their systems’ safety and efficiency. They must also notify the BOK in any cases where nor-
mal system operations have been disrupted due to IT system errors, disasters, labor strikes,
terrorist attacks, business suspensions, etc. When the BOK has been notified of an emergency
situation or deems an emergency situation to exist, it may recommend that the system opera-
tor concerned take measures such as temporarily changing the business procedures or operat-
ing hours, or restricting system participation by relevant institutions. The BOK may also tem-
porarily change the operating hours or business procedures of BOK-Wire+. In order to carry
these activities out smoothly, the BOK may dispatch its staff to the system operators or partic-
ipants to carry out on-site verifications and conduct interviews of their relevant personnel

concerned.
If system operators or participants fail to comply with measures required by the BOK in

line with its oversight activities, the BOK may impose sanctions on them such as limiting or

suspending their uses of BOK-Wire+ or terminating the relevant contracts with them.
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V BUSINESS CONTINUITY PLANNING FOR
PAYMENT AND SETTLEMENT SYSTEMS

1. Business continuity planning for BOK-Wire+

To ensure payment and settlement system safety it is necessary not only to establish mea-
sures for monitoring the normal operation of each system, but also to establish and operate
Business Continuity Planning (BCP) — for prevention in advance of any possible disruptions
in the systems and for the handling of such disruptions if they do occur. The BOK enacted
the BOK-Wire Contingency Plan in August 1999, in order to cope with the Y2K problem,
and subsequently established its “BOK-Wire Business Continuity Planning” in 2004, through
a comprehensive revision and expansion of the BOK-Wire Contingency Plan. It has worked

to continually supplement its BOK-Wire Business Continuity Planning ever since.

The BOK-Wire+ BCP consists of basic plans and subordinate business continuity plans for
each team of the Payment and Settlement Systems Department of the BOK and for all BOK-
Wire+ participants. The basic plans cover policies, strategies, situation-specific measures for
response and recovery, mock drills, maintenance plans and networks of emergency contacts.
The additional business continuity plans for each team consist of manual operation guide-
lines, networks of emergency contacts, and lists of substitute staff. The business continuity
plans for participants include basic guidelines, situation-specific guidelines for each type of
emergency, plans for mock drills, and networks of emergency contacts. With respect to the IT
systems concerned, they also include business support guidelines for emergency situations,

comprehensive emergency plans, and recovery procedures.

To facilitate efficient decision-making and responses in emergency situations involving
BOK-Wire+, the BOK has set up both an Emergency Response Committee and an
Emergency Response Working Subcommittee. In order to enhance the effectiveness of its
BOK-Wire+ BCP it has also specified detailed strategies in five areas: (1) recovery organiza-
tion composition and recovery personnel back-up (human resources), 2) response to the

media and internal and external communications in events of emergency (communication),
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(3 telephone and communication network wire installations at alternative working sites (net-
work), (4) maintenance of principal documents and records (documents/material), and (5) pro-
curement of alternative working sites and workspaces as well as recovery resources (facili-

ties/resources).

To identify any weaknesses in the existing BCP and enhance the capacities for emergency
response of its staff in charge of settlement businesses, the BOK conducts mock drills based
on the different emergency scenarios specified in the BOK-Wire+ BCP.

2. BCP coordination among system operators

The development of IT technology has led to an increased number of financial institutions
participating in several different payment and settlement systems simultaneously, giving rise
to stronger interconnectedness among the systems and a greater likelihood of emergencies
occurring in some systems also affecting others that are linked to them and thus causing
shocks to spread.

The BOK has therefore worked to strengthen the framework for BCP cooperation among
the SIPSSs’ operators, so as to facilitate integrated responses to emergencies by those systems
and ensure their stable operations thereby. There have however been cases in which the mea-
sures stated in the BCPs of interconnected operators are inconsistent for the same emergency
situations, or cases where only a few of them have established such measures in their BCPs.
To eliminate these weaknesses, the BOK has revised and supplemented the BCP of each
SIPSS operator, in consultation with that operator, and is regularly conducting mock drills

jointly with the operators as well.
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VI CHANGES IN ENVIRONMENT,
AND FUTURE POLICY DIRECTIONS

1. Changes in payment and settlement system
environment

With the growing consensus since the 2008 global financial crisis that FMlIs are essential to
financial stability, stricter international standards for FMIs have been put in place. The
Committee on Payments and Market Infrastructures (CPMI) and the International
Organization of Securities Commissions (IOSCO) have established the PFMI, a comprehen-
sive regulatory framework to ensure FMI resilience, and all countries have been revising their

institutional arrangements in accordance with the PFMI.

Major countries are now taking steps to improve their large value settlement systems, for
the purposes of adopting the latest technologies and reducing operating and maintenance
costs. Specifically, the U.S., the EU and Sweden are reforming their systems in order to install
upgraded IT systems and better reflect new demand, while Japan, Switzerland and other

countries are doing so to upgrade their obsolete systems.

In addition, with the spread of Fintech in the financial sector, new technologies such as
blockchain and distributed ledger technology (DLT), the Internet of Things (IoT), and biomet-
ric authentication have all had significant impacts on the payment and settlement systems.
Biometric information is now being used as a means of authentication, and a variety of digital

currencies using blockchain and distributed ledger technology are being introduced.

In Korea these changes have been taking place mainly in connection with retail payment
services. While financial institutions such as banks used to be the providers of payment ser-
vices, a growing number of non-financial companies, such as SNS platform providers and
mobile telecom and retail companies, have been increasingly introducing various types of

new electronic payment services.
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The spread of IT-based payment services has contributed significantly to enhancements of
payment service convenience. However, it has also created greater risks to financial security.
The streamlining of authentication procedures and the increase in the number of entities col-
lecting, storing and processing financial information, together with the diversification of their

methods for doing so, have heightened the vulnerabilities of their systems.

2. Future policy directions
2.1 Furthering implementation of PFMI

Korea has completed adoption of the PFMI by reflecting them into its regulatory frame-
work and using them as its benchmarks for oversight of the payment and settlement systems.
Going forward, the BOK will be committed to continuing efforts to ensure that its domestic
FMIs are in line with the PFMI and subsequent guidance aimed at robust risk management
and stable operation of FMIs. As a means to put the policy goals into practice, the BOK,
while keeping an eye on pertinent international discussions, plans to develop detailed assess-
ment methodologies for domestic SIPSS and to conduct gap analyses based on the method-

ologies.
2.2 Constructing next generation BOK-Wire

Since its construction and commencement of operations in 1994, and its restructuring in
2009, BOK-Wire+, Korea’s large value payment system, has seen an increase in system com-
plexity due to its expanding number of businesses and increasing amounts of funds transfers.
To enhance the safety and efficiency of BOK-Wire+, the BOK is thereby carrying out a
reconstruction of the entire system by improving the operation and management processes
and adopting the latest IT technologies. During the first phase of this project, from 2015 to
2017, the BOK is establishing a specific blueprint for redesign and construction of the system,
while conducting comprehensive and in-depth reviews of the institutional aspects, operational
system and processes of the current BOK-Wire+. In the second phase, starting from 2018, the
BOK will carry out the system construction based upon the blueprint prepared in the first
phase, while asking participants to revise their own systems to bring them in line with the
next generation BOK-Wire and conducting multiple rounds of comprehensive tests. The tar-
geted date for completion of this phase is 2020.
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2.3 Enhancing response to acceleration in
IT-finance convergence

In the past, digital innovations served simply to enhance the efficiency of financial, pay-
ment and settlement services. Recently, however, they are giving rise to fundamental changes
in the existing systems. In particular, the wider use of a variety of digital currencies based
upon blockchain and distributed ledger technology seems likely to drive dramatic changes.

In preparation for these potential changes, the BOK has conducted joint research on the
development and use of distributed ledger technology in concert with major domestic finan-
cial institutions and experts, and will study the potential effects of digital currencies on not
only the payment and settlement systems but also monetary policy and financial stability. It
will in addition play a role in ensuring the safe use of biometric authentication and its stan-
dardization among financial institutions, as well as conducting research on it and devoting
efforts to enhance its security.

2.4 Enhancing convenience and safety of new payment services

The BOK will work continually to improve domestic retail payment system convenience
by supporting the spread of the recent new and diverse forms of payment services. While on
the one hand continuing to monitor global retail payment trends, as well as systems related to
retail payments and their operational arrangements, it will also support the system participa-
tion and development of new payment service providers so as to improve payment service

convenience and efficiency.

It is important, meanwhile, to ensure that the provision of new payment services by non-
financial companies does not destabilize the payment and settlement systems. Since large
numbers of customers use retail payment services for their daily transactions, the safety of
these services is crucial to ensuring public trust in the systems. The BOK will therefore strive
continuously to expand the coverage of its statistics related to new payment services and to

develop plans for monitoring to ensure their reliability and safety.
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2.5 Enhancing financial security

Until recently it was the policy authorities who had spearheaded the establishment of finan-
cial security systems. Since the abolition of the regulation on mandatory use of accredited cer-
tificates, however, financial service providers have been working to assure financial security
through various means under their own responsibilities. They are taking steps to strengthen
their financial security systems through use of various technologies such as fraud detection
systems (FDSs).

The authorities will continue to participate in the international discussions on financial
security. They will strengthen the standards for security applied to the domestic financial mar-
ket infrastructures (FMIs), such as BOK-Wire+, by establishing measures for domestic imple-

mentation of international cyber security standards as they are formulated.
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