


Introduction to Desktop security 
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From Unmanaged To Managed  
 

Å Patch and deploy current OS and all applications  

Å Restrict administrative privileges  

Å No user should run as local admin on their workstation, even 

administrators 

Å Domain admins should never logon to workstations or member servers 

in the domain (only on domain controllers)  

Å Service accounts with high privileges are a risk 

Å Whitelist applications  
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Å   

Å US DoD STIGs(Security Technical Implementation Guides) 

Å US Air Force, SDC(Standard Desktop Configuration) 

Å Standardized locked-down configuration (XP SP2) 

Å DISA(Defense Information Systems Agency) Gold Disk Standard 

Å  (NIST) 

Å Federal Desktop Core Configuration(FDCC) 

Å US Government Configuration Baseline(USGCB) 

  -     PC           

   -          

Å Microsoft security guidance 

Å Security Compliance Manager(SCM)    
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Å Active Directory       (Group Policy 

Objects, GPOs)   
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Å Security Content Automation Protocol (SCAP) 
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Å FDCC  100    
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Å LGPO tool ð    GPO  

Å LUA Buglight ð   XP    

Å IEZoneAnalyzer ð IE security zone  

Å Security Configuration Manager ð Microsoft Security Guidance 

Å SCAP  
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Å NIST USGCB site The United States Government Configuration Baseline  

Å Microsoft USGCB site 

http://www.microsoft.com/industry/government/solutions/usgcb/default.aspx  

Å USGCB Tech Blog http://blogs.technet.com/b/fdcc/  

Å SCAP validated tools http://nvd.nist.gov/scapproducts.cfm  

Å Microsoft Trustworthy Computing  http://www.microsoft.com/about/twc/  
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Introduction to BYOD security 



What is BYOD (Bring Your Own Device)? 

Recent trend of employees bringing personally-owned mobile devices to their place of work, 

and using those devices to access privileged company resources. 

Globally, 88% of executives report employees are using their personal computing 

technologies for business purposes today*  

Globally, 62% of  executives say they are now have or are planning to have a BYOD program 

for smartphones and tablets* 

 

 * Gartner: Using Peer-to-Peer communities to Drive BYOD self-support; Aug 3, 2012 




