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Introduction to Desktop security
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Bottom line

From Unmanaged To Managed

- Patch and deploy current OS and all applications

*  Restrict administrative privileges

*  No user should run as local admin on their workstation, even
administrators

*  Domain admins should never logon to workstations or member servers
in the domain (only on domain controllers)

«  Service accounts with high privileges are a risk
*  Whitelist applications



Lockdown?
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. US DoD STIGs(Security Technical Implementation Guides)
. US Air Force, SDC(Standard Desktop Configuration)
«  Standardized locked-down configuration (XP SP2)
. DISA(Defense Information Systems Agency) Gold Disk Standard
=g HEEF)|=AH A (NIST)
. Federal Desktop Core Configuration(FDCC)
. US Government Configuration Baseline(USGCB)
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«  Security Content Automation Protocol (SCAP)
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Critical Microsoft Vulnerabllities Mitigated by

. Critical Vulnerabilities.

. ° Removal of Admin Rights Not Affected by
I | I I Admin Rights
O,
e | I S 8 A . Critical Vulnerabilities
Mitigated by Removal
of Admin Rights

The report highlights the following key findings:

@ Of the 147 vulnerabilities published by Microsoft in 2013 with a Critical rating,
92% were concluded to be mitigated by removing administrator rights
@ 96% of Critical vulnerabilities affecting Windows operating systems could be

Total Internet Explorer Vulnerabilities Mitigated B Total Vuinerabiliies

mitigated by removing admin rights by Removal of Admin Rights in 2013 Mitigated by Removal
of Admin Rights
@ 100% of all vulnerabilities affecting Internet Explorer could be mitigated by e

N 2 . Admin Rights.
removing admin rights

@ 91% of vulnerabilities affecting Microsoft Office could be mitigated

by removing admin rights 1 O O%

@ 100% of Critical Remote Code Execution vulnerabilities and 80% of Critical
Information Disclosure vulnerabilities could be mitigated by removing

admin rights

=X : Avecto (2013 Microsoft Vulnerabilities Study: Mitigating Risk by Removing User Privileges)
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«  NIST USGCB site The United States Government Configuration Baseline

*  Microsoft USGCB site
http://www.microsoft.com/industry/government/solutions/usgcb/default.aspx

«  USGCB Tech Blog http://blogs.technet.com/b/fdcc/
«  SCAP validated tools http://nvd.nist.gov/scapproducts.cfm

*  Microsoft Trustworthy Computing http://www.microsoft.com/about/twc/
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Introduction to BYOD security



Introduction to planning BYOD security

What is BYOD (Bring Your Own Device)?

Recent trend of employees bringing personally-owned mobile devices to their place of work,
and using those devices to access privileged company resources.

Globally, 88% of executives report employees are using their personal computing
technologies for business purposes today*

Globally, 62% of executives say they are now have or are planning to have a BYOD program
for smartphones and tablets*

* Gartner: Using Peer-to-Peer communities to Drive BYOD self-support; Aug 3, 2012



Top BYOD security issues for an enterprise

BYOD blurs the line between enterprise and personal computing, which
significantly complicates the job of governance, risk, and compliance management

Defining a security policy {( b‘
Enforcing security policies i ! ji :
Information on devices
Interactions with the cloud

Unmanaged connections to the internal network

Source: http://www.cioupdate.com/technology-trends/byod-byoc-may-change-everything-about-security. html



BYOD pros and cons

Pros

For businesses
Reduced Cost (employee devices)

Employees take care of personal
devices

Embracing newer technologies

For employees

Empowerment
Work with preferred technology
Exclusive control over features

Cons

For businesses
Company information less secure
Administrative effort

Increase Cost (Infrastructure &
Administrative)

May need to pay for phone service for
the devices

Compliance, Legal & HR Considerations
For employees

May not fully control their devices

Out-of-pocket expense

Responsible for device maintenance



BYOD scenarios

What personal devices are employees bringing to work?

Smartphones




BYOD strategies

Trust

L
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Employee Company influences
influences

Employee manages Company manages
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B \~Aiir AN | |

Employee purchases Company purchases
€

1 Hu POINILIGO

Bring your own Bring your own

Unmanaged = Managed Choose your own ReEICRERZelSIge L

On your own

LR SR SRS SO

Source: http://blogs.msdn.com/b/arnoha/archive/2012/04/09/a-framework-for-byod-byoc.aspx



BYOD: opportunity or risk?

Benefits:

fpe Objective: use any device anytime, anywhere
gility
Productivity Challenge: regardless of ownership, make everything just work,
Happier end users and ensure that intellectual property is protected
Technology issues:
Devices “‘----... Virtual
Limit mobile-device access o Roceiop
Deploy device policies i @L‘:
Control device access K 5 SDEAFI\?ERS
Manage remote devices ".,_ adf
Data cy
Classify the company'’s intellectual
property (IP)

Prevent data leaks
Encrypt business data
Network

O zLIs

Protect IP from devices FIREWALL
Quarantine devices Cloud services
Control access to company content Q E/i
from unmanaged devices

Applications
Access applications from any device




Top BYOD security risks

Potential damage to
corporate network by
infected devices




Windows 8 enterprise scenarios

How can Windows 8 and Windows Server 2012 help enable a
secure BYOD scenario?

More specifically, how can they help protect a company'’s
information and assets?



Windows 8 enterprise scenarios

Improve
productivity Use a portable
with a tablet workspace

llca er arnrica T —

Work
arywhere*

1 Embrace

BYOD | Access data and 9 - || BYOD scenarios
apps on any N

W.ndows-based devi

= = g3 § Suppoit a mobile 4
_ aewces and data workforce

L2 o curetle [2 IO VAo B

gr<nveunment desktops

* On any device certified for use with Windows 7 or Windows 8
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BitLocker

Ease of Use

wE

TPM only
“What it is”

Helps protect against:

Many hardware
attacks

Vulnerable to:
hardware attacks,
including “easy”
hardware attacks

Dongle only
“What you have”

Helps protect against:

All hardware attacks

Vulnerable to:
Losing dongle, pre-
operating system
attacks

TPM + PIN
“What you know”

Helps protect against:
Many hardware
attacks

Vulnerable to:
TPM breaking attacks

-
"

TPM + dongle

“Two what I
haves”
Helps protect against:

Many hardware
attacks

Vulnerable to:
hardware attacks




BitLocker

Password

Pros:
Ease of use, backward
compatibility, BitLocker
To Go reader

Cons:
Less secure, vulnerable
to brute force and
dictionary attacks

()]
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= |
Y
o
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©
L

Helps protect the data drive

Auto-unlock '
Pros: Smartcards
Uses a stronger key

— Pros:
Cons: Uses much stronger keys
Specific to a single machine
Cons:
Requires hardware, not
backward compatible



Windows To Go: Your portable workspace

A consistent Windows 8 experience on any device with Windows To Go

Systems Management Tools

BENEFITS

Consistent Windows 8 experience
Works online or offline

Easy to use and personalize

01100111 Local data is protected
11010011

11001001 Easy to deploy and manage
10001001

01100111 | H
11010011 =

11001001
10001001

. Booting from .
Booting from external USB drive 0 sitLocker

internal hard drive




Remote Desktop Services (RDS): Remote Apps

RemoteFX delivers a comstently rich uer experience to usefSIaVerl AN ol

(irrespecti de sCHM N Virtualization Host

Manager

N

Remote De
Remote Desktop CeRICh;

Web Access h| Desktop Collection

T
W
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SQL W

=
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Database =

el e Neskton
Gateway

Remote Desktop
Licensing

@

Session Collection




VDI with Windows Server 2017

m =t
E =
=\

Corporate

Branch
office :
FIREWALLs"

N
&
S
>

Library /
Coffee
house

Powered by Windows Server 2012

Remote Desktop Services

Desktop sessions Pooled VMs Personal VMs

1 platform | 1 experience | 3 deployment choices

Efficient management
Best value for VDI
Rich experience online everywhere




Security and management

LOowW
(Web)

MEDIUM
(VDI/Citrix)

HIGH
(DirectAccess, VPN) UnmanaQEd

Managed

Access control based on level of impact and
device type

End-to-end security and management platform

System Center 2012 Configuration Manager
\/\/ h a-t’S n eXt Unify user management across devices through Windows Intune integration
000 Automatically deliver applications in the most appropriate format for each device
Support for Windows 8 and Mac OS
Unified console to manage on-premises and cloud-based devices with Windows Intune

Windows Intune
Help secure and manage devices through the cloud
Provision applications to devices without requiring a full domain join

Windows Server 2012
Improve VDI user experience over WAN links for branch offices and remote users
Simplify VDI configuration and management to reduce VDI storage costs
Apply automatic and manual classification of files to tag data across the organization
Control access to files to apply safety-net policies for information governance




Security and management

Users can choose Centralized management across platforms
their device...

..while IT can

choose between & System Center2012
Configuration Manager

governance and

control

Microsoft*
& System Center2012
Configuration Manager
with Service Pack 1




Multi-device application delivery

Determine user access rights, and then deliver based on device type
o

Non-Windows-based devices

Deliver the best user
experience on each

device A -Im Al
| Primary\Windows-based Shared or Secondary

device Windows-based device

Remote application or
desktop

Local installation Local or remote

<« Same user, same app, different device 9



The solution

Remote Desktop
Web Access

eprOte Desktop
Gateway

Manager

Connection
Broker

Remote Desktop
virtualization host

>
<

Virtual desktop collection

Remote Desktop P13
licensing

Remote Desktop
session host

>
<

Session collection




Summary of BYOD challenges

USER EMPOWERMENT IT CONTROLS
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